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detection of deep-fake profile images

PE R N Pole d'Expertise de la Régulation Numérique
€ L'expertise de la science des données au service de la régulation numérique

When uploading a picture on
a soclal media platform, its
quality gets degraded due to
a jpeg compression. The
jpeg “noise” makes the deep
fake detection harder since
generative models also leave
INnterested on social media profile images A N a “noise” trace on the image.
compressed fake human faces

goal: probability a image is generated

oy a given deep model

BUT ALSO

mostly interested in fake profile images,
Not so Iinterested Iin fake “kitchen” images

Deepfake Network Architecture Attribution

- . o arX1v:2202.13843
robust architecture for fake-image classification
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Images are divided In patches to

force the model to recognise the S -

: : = O trasti
diffuse signature left onto a P;"Ciﬁ"\‘ 88 > loss
generated image by GAN models. (and others) o
On top of standard L =w1 - Leon +wa - Lee

transformations, we added a
compression transformation with
Mmultiple jpg-compression factors
to the original paper contribution.
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On validation set, only JPEG compression, 18 epochs

real - o 0.000 0.000 0.000 0.000 0.009 0.000  0.000 o
The original work was not able to detect fakes
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f the Images were compressed. With the
StyleGANZ. - S R R e e B addition of compression transformations our
SNGAN I 0000 0000 0000 000C GAN detection model works well on known
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