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Online underage users 
detection: can we 
reconcile efficiency, 
convenience and 
anonymity?

Personal data collection, cyber-bullying and online 
hate. These are some of the risks that children or 
underage users are exposed to when browsing the 
internet. In order to remedy this, the General Data 
Protection Regulation (GDPR) and more recent sector-
specific regulations now require many platforms, 
directly or indirectly, to verify the age range of their 
users.  

This fourth issue of Shedding light on... provides a 
critical overview of the solutions currently deployed. 
As of today, almost no online service or website uses 
a reliable process to verify age. While many methods 
exist, few are at the same time easy to implement, not 
very restrictive, respectful of users' privacy, efficient 
and robust against fraud attempts. 

As part of a partnership with CNIL (French data 
protection authority), PEReN participated in the 
development of an experimental solution for the 
transmission of proof of age by dual third parties that 
is interoperable with several verification methods. 
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In the remainder of this document we will be referring "underage user" 
as any individual under the age required to access an online service in 
accordance with the regulations in force in a given country and on that 
service. For example, this may include users residing in France under the 
age of 13 for access to social networks, under the age of 16 for access to 
social networks in certain other European Member States such as 
Germany, or under the age of 18 for access to pornographic websites.  
 
Controlling access to an online service that is prohibited to underage 
users is often based on a set of three technical layers: the process used 
to verify whether the individual is of age for a service, the mechanism 
for transmitting the result of the verification to the platform or service 
that requested the verification, if applicable, and the method of blocking 
or restricting functionalities, which we will not discuss in this article on... 
(we will consider blocking at the level of the website as a default). 

UNDERAGE USERS' ONLINE ACTIVITY: REGULATIONS THAT ARE YET 
TO BE ENFORCED 

At the European level, age verification obligations stem de facto from the 
GDPR, and in particular from its Article 8, which prohibits the use of 
personal data of users under the age of 13 to 16, depending on the 
Member State (before which a joint consent of the child and the holder 
of parental authority is required1). This obligation, motivated by the 
potential targeting of children for advertising2, has led the platforms 
concerned, particularly social networks, to set up age verification 
procedures.  
 
In France, this general measure comes with sector-specific measures, 
some of which pre-dated the GDPR, as is the case for online gambling 
and betting, for which the process of verifying the age of a user is 
governed by Decree 2010 - 5183. Websites with pornographic content, on 
the other hand, are governed by the new provisions of Article 227-24 of 
the Penal Code as amended by the law on domestic violence4, which 
explicitly mentions that age verification systems solely based on self-
declaration are not valid on such websites5. 
 
In addition to these binding measures, independent authorities or 
consortia published recommendations or public statements on this 
topic. In Europe, for instance, the private-led euCONSENT6 initiative 
financed by the Commission aims at establishing a common base for age 
verification systems allowing their international interoperability, 
enabling the compatibility of the different European regulations and 
their data systems. In France, CNIL published in August 2021 general 

                                                        
1 https://www.cnil.fr/fr/les-bases-legales/consentement  
2 https://ec.europa.eu/newsroom/article29/items/623051/en  
3 https://www.legifrance.gouv.fr/loda/id/JORFTEXT000022235495/  
4 https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000042176652  
5 https://www.legifrance.gouv.fr/codes/article_lc/LEGIARTI000043409165/  
6 https://euconsent.eu/  

https://www.cnil.fr/fr/les-bases-legales/consentement
https://ec.europa.eu/newsroom/article29/items/623051/en
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000022235495/
https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000042176652
https://www.legifrance.gouv.fr/codes/article_lc/LEGIARTI000043409165/
https://euconsent.eu/
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recommendations7 based on six pillars: proportionality, minimization, 
robustness, simplicity, standardization, and third-party intervention. 
They complement the decision issued on June 3, 20218 on the decree 
implementing the new provisions of the Penal Code specifying the 
implementation of measures to protect underage users from accessing 
websites with pornographic content. This decision recommended the 
implementation of a double anonymity process in order to protect the 
privacy of users. In this regard, Arcom9 (formerly - CSA), by its decision 
of December 13, 2021, has put five pornographic websites on notice and 
ordered them to comply with the new provisions of the Penal Code 
within 15 days. On May 24th, the court suspended the proceedings due 
to a procedural error. 
 
Outside of the European Union, the United Kingdom has formalized 
good practices in data protection of underage users in the Age 
Appropriate Design Code10, which has been legally binding since 
September 2, 2021 and is overseen by the ICO (Information 
Commissioner’s Office, the British counterpart of CNIL). While it does 
not state a preference for a particular solution, this code provides broad 
guidelines on the age verification process. It also encourages privacy by 
default, which implies that the default privacy settings should be the 
highest for children. 
 
In the United States, the Children's Online Privacy Protection Act 
(COPPA11) requires websites or services collecting personal data from 
children under 13 to obtain "verifiable parental consent". Based on this 
Act, Google was sentenced in 2019 to pay USD 170 million in fines for 
using cookies from users watching children's content on YouTube for 
targeted advertising purposes, without parental consent. In the wake of 
this ruling, for simplicity's sake, several platforms, such as TikTok, simply 
banned users under 13 from accessing their website. In order to 
strengthen COPPA, several bipartisan bills are currently under 
consideration, including the Children and Teens' Online Privacy 
Protection Act12 and the Kids PRIVCY Act13, which are modeled after the 
UK's Age Appropriate Design Code. Both bills include obligations 
regarding advertising targeted at children and replace the notion of 
"actual knowledge of the user's age" with a more encompassing notion 

                                                        
7 https://www.cnil.fr/en/recommendation-7-check-age-child-and-parental-consent-while-respecting-
childs-privacy  
8 https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000044183781  
9 Arcom : Autorité de régulation de la communication audiovisuelle et numérique  
10 Age appropriate design : a code of practice for online services (https://ico.org.uk/for-
organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-
practice-for-online-services/ ) 
11 Children’s Online Privacy Protection Rule (“COPPA”) (https://www.ftc.gov/legal-
library/browse/rules/childrens-online-privacy-protection-rule-coppa ) 
12 Children and Teens’ Online Privacy Protection Act (https://www.congress.gov/bill/117th-
congress/senate-bill/1628 ) 
13 Protecting the Information of our Vulnerable Children and Youth Act  
(https://www.congress.gov/bill/117th-congress/house-bill/4801 ) 

Privacy by default a 
concept introduced 
in the GDPR which 
means that the data 
protection system in 
place is directly 
activated by default, 
without user 
intervention. 

Double anonymity:  
Mechanism preventing, (1) 
the party in charge of the 
age verification from 
knowing the origin of the 
demand for verification, 
and (2) obstructing the 
transfer of personal data 
to the website requiring 
the verification. Source: 
CNIL decision (translated 
by the PEReN) 

https://www.cnil.fr/en/recommendation-7-check-age-child-and-parental-consent-while-respecting-childs-privacy
https://www.cnil.fr/en/recommendation-7-check-age-child-and-parental-consent-while-respecting-childs-privacy
https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000044183781
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/
https://ico.org.uk/for-organisations/guide-to-data-protection/ico-codes-of-practice/age-appropriate-design-a-code-of-practice-for-online-services/
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://www.congress.gov/bill/117th-congress/senate-bill/1628
https://www.congress.gov/bill/117th-congress/senate-bill/1628
https://www.congress.gov/bill/117th-congress/house-bill/4801
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of "constructive knowledge of the user's age"14 without directly imposing 
age verification per se. 
 
In the European Union, the Digital Services Act (DSA) will introduce a ban 
on targeted advertising of underage users. While, the practical details of 
this ban have yet to be defined, it is already known that this text will 
prohibit platforms from using the personal data of underage users of 
which it has actual knowledge that they collect for targeted advertising 
purposes. In addition, the text should specify that this obligation must 
not lead to the collection of additional personal information. 
 
Despite this, more than 60% of children under 13 years old have an 
account on at least one social network, according to the survey 
conducted by Génération numérique in 202115, despite the legislation or 
Terms of Services (ToS) prohibiting it, and the age verification obligations 
incumbent on the platforms. The associated risks are numerous, as 
highlighted by the  Génération numérique survey and also by a study from 
the Institut Montaigne16: online hate affects 56% of young people, and 
40% of young people17 say they have been exposed at least once to 
violent content, and 36% to pornographic content.  

AGE VERIFICATION: MOST LARGE PLATFORMS METHODS LACK 
EFFECTIVENESS 

In order to meet legal obligations, the major platforms, and in particular 
the social networks, have developed and implemented age verification 
solutions on their online services.  
 
At the time of registration, most platforms use self-declaration as their 
age verification method: either users simply need to click to confirm that 
they are of age, or they need to provide their date of birth with blocking 
(after one or more attempts) should the age not match the minimum age.  
 
Self-declaration is by nature unreliable and highly ineffective. In order to 
reduce the presence of underage users on their platforms, most social 
networks use a continuous underage user detection method. Running in 
the background, this method most often searches for predefined 
keywords in the content published by the user that may suggest his age. 
According to the opinion of the major platforms, this method is currently 
not satisfactory for two reasons: the rate of false alarms (false positives) 
is very high and the accuracy of the method depends on the amount of 
content published by the user. For example, an underage user who would 
have managed to register on a platform but who would not publish any 
content would never be detected as such by this type of algorithm. The 

                                                        
14 Constructive knowledge means that the platform has reasons to know that the user in question is 
underage (e.g., because it directly or indirectly collects, uses, purchases, analyzes or sells data to 
estimate the user's age or age range) 
15 https://asso-generationnumerique.fr/wp-content/uploads/2021/03/Enque%CC%82te-2021-des-
pratiques-nume%CC%81riques-des-11-18-ans.pdf  
16 https://www.institutmontaigne.org/blog/digital-services-act-moderer-les-contenus-et-proteger-les-
mineurs  
17 11 to 20 years old in the study 

https://asso-generationnumerique.fr/wp-content/uploads/2021/03/Enque%CC%82te-2021-des-pratiques-nume%CC%81riques-des-11-18-ans.pdf
https://asso-generationnumerique.fr/wp-content/uploads/2021/03/Enque%CC%82te-2021-des-pratiques-nume%CC%81riques-des-11-18-ans.pdf
https://www.institutmontaigne.org/blog/digital-services-act-moderer-les-contenus-et-proteger-les-mineurs
https://www.institutmontaigne.org/blog/digital-services-act-moderer-les-contenus-et-proteger-les-mineurs
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platforms that have the possibility to do so also use signals coming from 
the average age of the social circles as well as from the nature of the 
content consulted. Some platforms implemented the possibility to 
report underage users. These reports can then be examined by a human 
team, which, if necessary, will ask for identification from the user 
suspected of being underage. 
 
Large platforms with multiple online services have the ability to use more 
signals to infer the age of a user. For example, search history, account 
creation date, signals derived from time spent on different content and 
average age of friends on the social graph may be used, leading to more 
complex age estimation models. If a user wants to access a restricted 
services and the model is not confident that the user is old enough, or if 
the user has been categorized as an underage user, an identity card 
maybe requested. It is then verified, often automatically by an algorithm 
that confirms its authenticity in at most 70% to 80% of cases. For the 
remaining cases, a manual verification takes place. Once a user’s age has 
been established, they can then access all services of such a platform.  
 
Although these methods based on a greater number of signals are more 
effective than simple analysis of published contents or self-declaration 
at registration, their effectiveness remains limited. Moreover, their use or 
the request for identification must be weighed against the impact on 
users' privacy, even though the obligation to verify users' age is 
accompanied by a framework for the processing of personal data. 
 
Finally, the blocking measures taken in case of detection of an underage 
user vary according to the platform: the user's account, browser or 
device can be banned, with or without the possibility of appeal. If the 
verified age is between 13 and 17 years old, ads reserved for adults will 
not be shown to them either.  
 
In parallel to the solutions often developed internally by the major 
platforms, various players have developed age verification solutions with 
the aim of marketing them to third-party websites. One example is Yoti, 
a British company that now claims 500 million verifications. Its solution 
relies on age estimation based on a short video or photo of the user and 
artificial intelligence, with a self-declared margin of error of 1.5 years for 
users aged between 13 and 2418.  
 
For their part, some services subject to age verification obligations have 
marketed their own solutions. This is the case of AgeID19, a solution 
developed by MindGeek, which also owns several pornographic 
websites. In 2017, when the British Digital Economy Act was passed, 
MindGeek strongly promoted the implementation of strict age 
verification on pornographic websites, but also on all social networks or 
websites likely to display sensitive content20. However, to date, 

                                                        
18 https://yoti.world/age-scan  
19 https://www.ageid.com/  
20 https://www.lemonde.fr/pixels/article/2019/07/13/le-filtrage-du-porno-brxit-un-projet-britannique-
qui-a-tourne-a-la-catastrophe-industrielle_5488904_4408996.html  

https://yoti.world/age-scan
https://www.ageid.com/
https://www.lemonde.fr/pixels/article/2019/07/13/le-filtrage-du-porno-brxit-un-projet-britannique-qui-a-tourne-a-la-catastrophe-industrielle_5488904_4408996.html
https://www.lemonde.fr/pixels/article/2019/07/13/le-filtrage-du-porno-brxit-un-projet-britannique-qui-a-tourne-a-la-catastrophe-industrielle_5488904_4408996.html
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MindGeek does not use its own age verification solution on its websites 
and continues to use self-declaration as the sole means of age 
verification, as Arcom recently noticed21. 
 

ASSESSMENT OF EXISTING AGE VERIFICATION METHODS 

In this section, we examine in detail the general operation of age 
verification solutions and review different options often mentioned in 
the public debate, while quantifying their relevance with respect to the 
criteria mentioned below. The detailed review of the different solutions 
is available in Appendix 2. 
 
First, the age verification options can be classified according to the mode 
of proof employed: 

− Age check, using a document with the person's identity and 
date of birth, or using a document with all identifying parts 
removed before any processing,  or parental control with 
review by a parent;  

− Algorithmic estimation of the age, based on the content 
published or used by the user on the website or from 
biometric data (voice, images, videos, etc) ; 

− Self-declaration based solely on the declarations of Internet 
users. 

 
Within these categories, variations can exist. For example, solutions 
based on algorithmic estimation may use artificial intelligence or more 
traditional algorithms such as keyword detection, currently 
implemented by several social networks (see above). Similarly, the 
medium for identity verification can be of different nature: presentation 
of an ID card to a physical person alone or online, presentation of an ID 
card online with additional photo or video confirmation, etc. 
 
The relevance of these categories of solutions should also be assessed 
from the stakeholders point of view and their effectiveness must be 
taken into consideration. In total, 7 criteria were defined for 
stakeholders and solution effectiveness, detailed in Appendix 1:  

− The platform: ease of implementation; 
− The users: accessibility, convenience and privacy level (use of 

biometric data, identifiers, ...); 
− The effectiveness: robustness to fraud, performance (false 

negative rate, ability to distinguish different ages, ...) and 
flexibility of the method. 

 
Table 1 summarizes the evaluation of the different age verification 
methods according to these criteria. 
 
 

                                                        
21 https://www.csa.fr/Informer/Toutes-les-actualites/Actualites/Controle-de-l-age-des-mineurs-cinq-
sites-mis-en-demeure-de-mettre-en-place-des-dispositifs-adaptes-pour-repondre-a-leurs-obligations-
legales  

https://www.csa.fr/Informer/Toutes-les-actualites/Actualites/Controle-de-l-age-des-mineurs-cinq-sites-mis-en-demeure-de-mettre-en-place-des-dispositifs-adaptes-pour-repondre-a-leurs-obligations-legales
https://www.csa.fr/Informer/Toutes-les-actualites/Actualites/Controle-de-l-age-des-mineurs-cinq-sites-mis-en-demeure-de-mettre-en-place-des-dispositifs-adaptes-pour-repondre-a-leurs-obligations-legales
https://www.csa.fr/Informer/Toutes-les-actualites/Actualites/Controle-de-l-age-des-mineurs-cinq-sites-mis-en-demeure-de-mettre-en-place-des-dispositifs-adaptes-pour-repondre-a-leurs-obligations-legales
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Table 1 – Summary analysis of age verification solutions 
 

 

 

Description and categorization of solutions 

Effective solutions that are comparatively less restrictive or intrusive for 
the user include: 

− Debit/Credit card verification: making a micro-payment using 
the card number provided by the user. The main 
disadvantage is the lack of granularity on the age estimation. 
Moreover, in France, it is possible to hold a debit card before 
18 years old. Therefore, this method could not be used for 
example in the case of pornographic websites; 

− National database verification: verifying the user's age based 
on a national identifier (social security number, for example). 
This method allows the user to be alerted each time a check 
is made using his or her identifier. Nevertheless, the social 
acceptability of this method is conditioned by the existence 
of a double anonymity mechanism to guarantee that the third 
party having access to the national database does not know 
the service from which the verification request was issued; 

− "Service de garantie de l'identité numérique" (SGIN)22: this 
service will propose to people equipped with an electronic 
identity card and a tool (smartphone) capable of reading the 
chip of the card, to scan their identity card in order to provide 
a certificate presenting only the minimum required 
information. Although currently limited to a limited public 
(i.e., those with a new identity card and a compatible device) 
and therefore not the only alternative proposed, this solution 
seems interesting to follow; 

− Parental control installed by default and activated by the 
child’s parents: this method, proposed by the Studer law23, 
has the advantage of being centralized at the level of the 

                                                        
22 https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000045667825  
23 https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000042439054  

Source : PEReN 

https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000045667825
https://www.legifrance.gouv.fr/jorf/id/JORFTEXT000042439054
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device’s operating system, which would speed-up its diffusion 
and adoption. Nevertheless, the precise terms of application 
of the law are not yet known and the proportion of parents 
who would actually use this feature remains uncertain. It also 
raises several questions concerning its implementation on 
existing computers or smartphones on the one hand, and its 
effectiveness on shared computers on the other. 
 

Some other solutions are effective but more restrictive or intrusive for 
the user. Among them, we find:  

− Verification by ID backed by a national database or photo: 
this method is the most effective and one of the most robust 
methods against fraud. However, it has the disadvantage of 
requiring users to provide both an identifying document and 
biometric data.  

 
Finally, some solutions are either not very effective or are restrictive or 
intrusive for the user:  

− Self-declaration: this method, widely used by social networks, 
fails to reliably determine a user's age. Although it is easy to 
set up and not very restrictive, even with disincentives to 
misrepresentation (prohibition to immediately submit a new 
age after a refusal,...), it cannot be considered as a reliable 
and robust solution.  

− Verification by a point of sale (e.g., tobacco shop or liquor 
store) with issuance of a code (voucher): this method, whose 
effectiveness depends on the reliability of controls by 
salespersons, may be perceived as restrictive for some users;  

− Social profiling based on user-posted content: this method, 
as it stands, is unreliable, depends on user-posted content 
and is therefore not applicable to all platforms; 

− Estimation based on biometric data: current methods relying 
on this technique manage in some cases to detect the correct 
age with an announced margin of error of about 1.5 years in 
the age range of interest, which may not be sufficient. 
Furthermore, they result in the collection of biometric data 
from individuals potentially under 13 years of age. 

 
Although the categorization presented above attempts to include all 
stakeholders, it is important to keep in mind that the ranking based on 
the criteria defined above remains subjective. In particular, each 
individual may give more importance to some criteria than others. For 
example, privacy may be a key criterion for some, while others may favor 
convenience. In view of this observation, and since no verification 
solution meets all our criteria, we could consider leaving the choice 
between several verification solutions that meet minimum requirements: 
verification by credit card, national database, post office or tobacco 
shop, as examples and according to the preference of each individual. 
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Solutions should be considered relative to the platform's risk level 

Moreover, among the solutions chosen, some are more effective than 
others, sometimes at the cost of more constraints for users. Here again, 
to impose a universal solution on all services would be to ignore the 
variety of risk levels incurred by underage users when accessing 
restricted online services. Sometimes the risk is inherent to the service 
offered, as is the case for access to a catalog of pornographic videos, and 
therefore cannot be mitigated. However, for a large part of the platforms 
- social networks in particular - this risk can be mitigated by a policy of 
moderation and prohibition of certain types of content (violent, hateful, 
pornographic...). Effective moderation reduces the risk of exposure to 
sensitive content, as well as the importance of age verification.  
 
While problematic content identification and moderation bring their 
own difficulties and do not substitute age verification, the 
proportionality of the control measures remains to be evaluated: it 
would seem disproportionate to ask for a photo ID to access Disney 
content, on the grounds that some of it is not recommended for those 
under 13 or 16 years old. But as a corollary, if a platform uses the 
harmlessness of its content to justify a permissive age verification policy, 
it becomes even more important that its moderation policy be effective 
and actively implemented. 

DOUBLE ANONYMITY IN PRACTICE 

As mentioned earlier, age verification is only the first of three steps in 
controlling access to a website or online service whose access is 
prohibited to underage users. The mechanism for transmitting the proof 
of majority also plays a critical role, that is too often downplayed. Today, 
it is common for major platforms to verify age themselves. This situation 
leads them to collect more personal data which they can then cross-
reference with other data in their possession or use for commercial 
purposes. Some platforms use the pretext of age verification to ask for a 
specific date of birth, which is then used to refine the profiling and 
advertising targeting of their adult users. 
 
Regardless of the solution chosen, it is essential that the age verification 
is not performed directly by the online platform or service in order to 
reduce the risk of cross-referencing or reuse of data collected during the 
verification. A third party mechanism, or even a dual third party 
mechanism, can be put in place for the transmission of the verification 
result precisely in order to minimize this risk. As illustrated in Figure 1, 
these mechanisms play a fundamental role in the social acceptability of 
the solution. As explained earlier, without any third party, a restricted 
access website would also assume the role of age-verifier for its users. It 
would then be able to link personal or sensitive data in its possession to 
users’ identities. The third-party mechanism alleviates this problem by 
deferring the age verification to an external verification service, to which 
the user is automatically redirected. The user provides proof of age to 
the third-party service, which then generates a "token" to the service 
requesting the verification which indicates the result. This is not enough, 

Token: 
Encrypted data used to 
convey the information 
that an individual is of 
age.  
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however: without additional protection, this third-party verifier still has 
access to the data used for verification, as well as the name of the 
website visited, which may be sensitive and could be used by the verifier 
website. The dual third party mechanism adds a second third party to 
this mechanism, which is responsible for transferring the information 
between the restricted website and the age verifier website and acts as 
an additional layer of protection. Indeed, the verifier website is not 
aware of the actual website the user visited. Thus, neither party has 
access to both the verification data and the browsing data. In this way, 
this two-tier mechanism is a possible implementation of the double 
anonymity recommended by the CNIL. 
 

Figure 1 – Illustration of third party mechanisms. 
 

Such a system would be based on 
the standardization of a request 
generated by the restricted 
websites on the one hand and on 
the other on a token generated by 
the age verifier upon reception of 
the age verification request, 
provided the user meets the age 
requirements. As we have seen, the 
transfer of this token respecting the 
double-anonymity could be 
ensured by a dual third party 
system. Note, however, that this 
accumulation of third parties does 
not guarantee anonymity in case of 
collusion between two of the 
entities involved.  
 
Alternatively, the token transfer 
could be handled, for example by 

the terminal's operating system, manually, or by a browser extension, 
eliminating not only the direct contact between third parties and thus 
reducing the risk of collusion, but also the need for an intermediary third 
party. We describe the latter possibility, using the example of an ad hoc 
browser extension. 
 
A browser extension would facilitate the access procedure to services 
that require age verification (social networks, pornographic websites, 
etc.), and would allow the user to automatically retrieve age requests on 
restricted websites, then to have them validated when he or she is 
browsing an age verification service, and finally to send the 
corresponding tokens back to the websites concerned. Without a valid 
token, access to the website would be blocked. Note that this extension, 
which is highly recommended, would not be strictly required. Indeed, its 
main use is limited to storing tokens locally and transferring them. It is 
still possible, albeit tedious, to perform this process manually by copying 
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and pasting the token data between the verification website and the 
website requesting the verification result.  
 
An authority should be in charge of accrediting or revoking the third 
parties authorized to validate these tokens in order to guarantee the 
erasure of data and a high level of protection of potentially sensitive 
data. In the case of an extension, in order to increase user confidence, 
the source code of the extension and the issuing and validation 
processes should be published in open source.  
 
The operating principle of this mechanism is shown in Figure 2. CNIL, in 
partnership with a laboratory of the École Polytechnique, and PEReN, 
have designed and implemented a prototype of this double anonymity 
age verification mechanism to demonstrate its technical feasibility. This 
proof of concept is available here: https://linc.cnil.fr/demonstrateur-du-
mecanisme-de-verification-de-lage-respectueux-de-la-vie-privee . 
 

Figure 2 – Schematic diagram of the double anonymity mechanism with browser extension 
 

 
 
 
 

CONCLUSION 

Even though several legal provisions require that many online services 
control access to their websites by underage users, most methods 
currently used by digital platforms do not allow for effective filtering of 
these users as they register on social networks, or as they first visit a 
pornographic website, for example. While some platforms are 
implementing additional measures to continuously seek to detect 
potential underage users who would already be registered, the 
performance of such methods remains limited. In addition, age 
verification, which is carried out directly by these platforms, could be 
used as an additional pretext for collecting more data, and in some cases 
cross-referencing it with existing data or data from other services. 

Source : PEReN 

https://linc.cnil.fr/demonstrateur-du-mecanisme-de-verification-de-lage-respectueux-de-la-vie-privee
https://linc.cnil.fr/demonstrateur-du-mecanisme-de-verification-de-lage-respectueux-de-la-vie-privee
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Extensive analysis of existing verification methods shows that none of 
them are effective, totally transparent for the user, not very intrusive and 
accessible to all, although some seem to be better than others. Which 
one to choose and which protocol to adopt for the transmission of proof 
of age? The social acceptability of the control must guide these choices 
and in this respect it is necessary to ensure that the three following 
points are respected: 
 

− The methods proposed to users must be proportionate and well-
suited to the level of risk incurred by an underage user if he or 
she were to thwart the verification; 

− The platform must be able to offer the user different options, as 
individual preferences may vary; 

− Since the objective is to protect online users, the use of a double 
anonymity mechanism based on a strict separation between the 
controlled access service and the service performing the age 
verification seems to be an essential criterion today: it is not 
desirable for the platform to perform this verification step itself. 

 
The public availability of the source code and the interoperability of the 
solution also appear to be necessary criteria for its acceptability and and 
legitimacy and therefore its diffusion and adoption. The proof of age 
transmission protocol introduced in the last section and developed 
jointly with CNIL exposes a concrete implementation of such a system. 
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APPENDIX 1  
LIST OF CRITERIA USED TO EVALUATE THE METHODS 

 Ease of implementation of the solution for the platform 
− Does the method require significant technical expertise?  
− Is platform-specific data used during verification? 
− Is the method based on an existing or third-party algorithm? 

 
 
 Accessibility of the solution for users 

− Are the methods used accessible to the general public and easy 
to grasp? 

− Are there third parties involved in the process? 
− Can the solution be made publicly available in full? 
− Are the privacy safeguards easy to understand? 

 Ease and speed of use for the user 
− Does verification take place entirely online? 
− Is the verification transparent to the user (running in 

background)? 
− Is the verification fast and without tools not required for the 

service (microphone, camera, scanner, ...)? 
 Intrusion level into the user's privacy 

− Is biometric (non-nominal) data used? 
− Would the age verification service theoretically have enough 

information to de-anonymize proof of age? 
− Does the solution involve the use of any identifying document? 

 
 
 Ease of access to fraud 

− Can the user be notified each time the solution is used (text 
message alert, etc.)?  

− Is it necessary to repeat the fraud on each attempt in order to 
access the service? 

− Is it easy to purchase proof of age (credit card, France Connect)? 
 Solution performance  

− Is the false negative rate low? 
− Is the detection equally accurate for all age groups (image-based 

detection)? 
− Does the reliability of the detection vary according to other 

criteria (skin color, gender, language level, etc.)? 
 Flexibility of the solution 

− Can the result be obtained before using the online service? 
− Can the solution distinguish between different age groups? 

  

Platforms 

User 

Effectiveness  
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APPENDIX 2 
OVERVIEW OF SOLUTIONS 

Simple self-declaration 

 

Verification based on an ID 

In this category, several variants are analyzed depending on whether the 
user provides only his ID or adds an additional proof to confirm his 
identity. 
 

 
 

 
 

 
 

  

⋅ Simple and fast for the user 
⋅ Respectful of personal data 
⋅ Easy to implement for platforms 

⋅ Very unreliable (very high false-
negative rate)  

⋅ Very unreliable (very high false-
negative rate)  

Age verification on the ID without additional verification 

  

⋅ Moderately burdensome for the 
user 

⋅ Very good accuracy and 
granularity in age estimation in 
the absence of fraud  

⋅ Collection of identifying data 
⋅ Simple fraud possible (parents' 

ID, or any online ID in the 
absence of controlled card 
storage) 

Age verification with comparison of photo ID to user's own photo or 
video 

  

⋅ Very complex fraud to 
implement  

⋅ Very good accuracy and 
granularity in age estimation 

⋅ Quite restrictive for the user 
⋅ Collection of identifying data 
⋅ Photo verification can be 

complex (if the ID card is 10 
years old for example) 

Age verification with an ID that is backed up by a national database 

  

⋅ Fraud is very complex to 
implement 

⋅ Very good accuracy and 
granularity in age estimation 

⋅ Moderately burdensome for the 
user  

⋅ Collection of identifying data 



Shedding light on… 
May 2022 / #04 

 

PEReN - www.peren.gouv.fr 15/20 

 

Verification by credit card 

 

SGIN-based verification 

 

Social profiling based on semantic or lexical analysis of the content 
published on the platform 

The idea is to use the user's social data to estimate their age. This can be 
based on proximity links with other people whose age is known, specific 
social structures, following certain personalities, displaying school 
enrollment, detecting birthday wishes, etc. 
 

Verification of age on the identity document accompanied by a 
verification of the name using another document (proof of 

address,...) 
  

⋅ Very complex fraud to 
implement 

⋅ Very good accuracy and 
granularity in age estimation 

⋅ Inconvenient for users 
⋅ Collection of identifying data 

  

⋅ Little constraint and fast for the 
user 

⋅ Easy to set up for platforms 
⋅ Relatively respectful of personal 

data 

⋅ Simply allows to know if the user 
is over 16 years old but does not 
allow to differentiate different 
ages. Credit cards for underage 
users are developing. 

⋅ Simply allows to know if the user 
is over 16 years old but does not 
allow to differentiate different 
ages. Credit cards for underage 
users are developing. 

  

⋅ Privacy friendly (possibility to 
minimize data provided) 

⋅ Very good accuracy and 
granularity in age estimation 

⋅ Ability to add an expiration date 
to credentials to mitigate the 
risk of fraud 

⋅ Requires a compatible device 
(phone) 

⋅ Requires a compatible ID 
⋅ Difficult to generalize 

internationally 

  

⋅ Not very restrictive and 
transparent for the user  

⋅ Fraud a priori complex to 
implement  

⋅ As it stands, the false positive 
rate is very high 

⋅ Depends on the quantity and 
type of content published by 
the user 
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Verification by a point of sale (e.g., tobacco shop or liquor store) and 
issuance of a unique token 

 

Consistency test on the declarations 

This solution consists of periodically asking users for their date of birth 
or checking that it matches the one provided to other services of the 
same platform (for example that the one mentioned on Instagram 
matches the one provided on Facebook) 
 
 

 

Governmental databases 

For this system, we consider authorized verifiers, who would have access 
to national identity databases (INSEE, social security, taxes, etc.).  
 
Users enter their identifier (e.g. last name, first name, date of birth, city 
of birth, or possibly social security number), and the system checks the 
validity of these data (in particular the date of birth).  

⋅ Not applicable on all platforms 
⋅ Requires active and massive 

profiling 
⋅ Can only be used after 

registration on the platform, 
and after a variable duration 

  

⋅ Very good accuracy and 
granularity in age estimation in 
the absence of fraud 

⋅ Does not require the uploading 
of identifying documents 

⋅ Very restrictive for the user 
⋅ Uncertainty on the fraud rate 

(e.g. sale of tobacco or alcohol is 
not always done with age 
verification) 

  

⋅ Not very restrictive for the user ⋅ Does not allow the detection of 
underage users before they use 
the platform (in the case of the 
time consistency test) 

⋅ Not applicable to all platforms 
(in the case of the inter-service 
consistency test) 

⋅ Limited effectiveness once the 
solution is made publicly 
available  

⋅ Easy to fraud  
⋅ Involves communication of user 

information between different 
services (in the case of inter-
service consistency testing) 
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A double-authentication may be required (e.g. sending a text message or 
an email by the concerned service) to increase the reliability of the 
procedure. 
 

 

Biometric age estimation 

Age is verified using biometric data, e.g. by photo or video facial analysis. 
Facial analysis is to be distinguished from facial recognition: the goal here 
is to verify age, not to match it with a database of photos of known 
individuals. Other parameters may include voice, keyboard 
speed/manner, etc. 
 

 
A variation of this outsourced biometric age estimation at a third-party 
verifier could be to install the age recognition model directly on the 
individual's device. The application could then provide a guarantee of 
age, without transmitting any information to any third party. Since this 
proposal has not been found anywhere, it would be necessary to receive 

  

⋅ Provides a strong certainty 
when associated with double 
authentication 

⋅ What is transmitted and to 
whom is clear to the user 

⋅ Verification is performed 
quickly 

⋅ Requires certification of 
verifiers 

⋅ User's identity is transmitted to 
the verifier 

⋅ Without double authentication 
fraud is easy 

⋅ The identity base service is 
informed of the existence of a 
user's request 

  

⋅ Reasonably effective on 
populations far from the 
boundary.  

⋅ Little information is provided, 
no need to provide an identity 
as such  

⋅ Fast for the user 
 

⋅ Easy to implement fraud 
depending on the complexity of 
the estimate (e.g., face painting, 
registration of others) 

⋅ Low reliability at the limits 
⋅ Recordings can be transmitted 

to third parties according to the 
TOS (NB: the actor Yoti 
indicates that it does not do 
this) 

⋅ Need to add another method in 
case of user failure during 
verification 

⋅ In order to avoid potential 
discriminations, the IA models 
must be equally effective for all 
populations, regardless of 
gender or skin color in 
particular. 
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advice from outside experts to better define the scope of possibilities on 
this issue. 
 

 

Some examples of commercial age verification solutions 

AgeID (MindGeek) 
Requires entering an email address and password and then checking with 
third party identity providers with a credit card, passport, license or 
voucher. Doubts about data use (privacy policy allows transfer of 
information). 
 
AgeChecked 
Verification using an application. Once proof of age is provided, an ID 
and password are automatically generated.  
This system is quite similar to the previously mentioned voucher idea. 
 
AgePass (AVSecure)  
Proof of majority either by voucher or by phone number, then private 
blockchain. 
 
Yoti 
Age recognition based on short videos (or ID). 

International standardization efforts 

Among the efforts to bring solutions to the subject, private actors have 
come together, notably through the EU Consent Consortium, and are 
supporting a proposed ISO standard, which is currently being studied 
(ISO/IEC PWI 7732 - age verification), and has resulted in a draft version24.  
 
This draft standard proposes several levels of certainty, depending on 
the desired level of certainty, shown in Figure 3. 
 
 
 
 
 
 
 
 
 
 
 
 
 
                                                        
24 https://euconsent.eu/download/iso-working-draft-age-assurance-systems-standard/  

  

⋅ See above 
⋅ Privacy-friendly : no information 

leaves the device 

⋅ See above 
⋅ May be difficult to implement 

on old devices 

https://euconsent.eu/download/iso-working-draft-age-assurance-systems-standard/
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Figure 3 - Age Verification Certainty Levels 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Although descriptions are not provided for each element of the AVPA-
provided scheme, the following assumptions can be made:  

 The basic level would have to make do with self-declaration, 
"Passive AI" (like Facebook's AIs detecting birthdays), and 
"Contra Indicators" (blocks after entering a non-compatible birth 
date). 

 The standard level could perform age estimations through facial 
recognition AI for example ("Active Age Estimation"). 

 The advanced level would offer ID validation, motion detection 
(checking that it is not just a photo of a middle-aged person), and 
would be tested with so-called presentation attacks (attempts to 
defraud the system, including fake IDs, masks, etc.). 

 The strict level would require multi-factor authentication (e.g. ID 
and text message should be linked, use of a voucher, age 
estimation by AIs, etc.). 

 
Note that these verification standards can also be used with a third party 
(who would take care of these verifications), with or without double-
anonymity. 
 
 
 
  

Source : euCONSENT 
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